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Army Facilities

Current State

Army Procurement and
their suppliers

- Technical data transported via email
and/or courier (CD or paper)

- Security is based on SAFE or
SharePoint
- Contracting documents sent via email

~~—

- Optional 3rd party secure digital
transport systems and platforms if they
exist ($$$)
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(i.e., GD&T, heat treating,
Very few SMMs practice factory wide independent machine tool data acquisition and control; those that do, use commercial 1l0T systems finishing, coatings, testing, etc.)

with basic dashboards for visualizing equipment utilization and/or custom or 3™ party products for specific processes that require it

Small Medium Manufacturing Industrial Base (Tier 2+)
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Army developed secure, non-proprietary, open standards based technical data transport platform

Army Facilities

R, ¥ e e

Tightly Coupled and Secure Proprietary Digital Thread for Design & Technical Data

Future State

Army Procurement and
their connected suppliers

- Highly secure FIDO authentication

- All technical data digitally transported

A A A A A
WEB API WEB API WEB API WEB API WEB API - Contracting documents via email is OK
( ) ( ) ( ) ( ) - Segregated secure zones using
Digital Information Transport System hardware encryption & tokenization
Y l A A A i - Data exposure controlled via User Profile

Small Medium Manufacturing Industrial Base (Tier 2+)
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/_\ - Open standards based, non-proprietary

LIMS Other Service Providers

¢
RO —G (i.e., GD&T, heat treating,
finishing, coatings, testing, etc.)
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Defense Industrial Base Suppliers

Advanced Manufacturing Intelligence Platform (AMIP)
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Air Gap
LIMS G Local Data
Analytics &
ﬂ Storage
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Isolated Manufacturing Network

No external access to LIMS device
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LIMS

G Local Data
\ Analytics &
x” Storage
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Small Medium Manufacturing
Industrial Base (Tier 2+)
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Supplier Role

Testing House(23) \

Printer —
(149)

Designer(39)

Equipment
Supplier (31)

Material
Supplier (26)
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" Post Processor
(52)
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Supplier Location by Role
Q

Ottawa

Q
Q
99 Q 9

Phoenix

Los Angeles 9

Supply Chain Role

9 Part Supplier 9 Equipment Supplier 9 Material Supplier

México | ATy l!’\e Leaflet | ® OpenStreetMap contributors

Location Registration

OH 111 (52%)
PA 32 (15%)
Other 69 (33%)
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Edge Device to AMIP Integration Process

Step 1: Step 2: Step 3: Step 4:
Prepare Run Machine Explore Upload
Machine Wizards Job Histories AMIP Reports
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Uncompromised Security Posture

FIDO Authentication Software-to-Software Encryption

Fast Identity Online Partner: SecureAge
Partner: StrongKey Demonstrated secure data

Demonstrated the use of FIDO tokens as a transfer from client end point through the

more secure means of Multi-factor cloud environment. Additionally

Authentication. FIDO is more secure than other demonstrated the ability to keep data

methods such as Text, Email, or Access Card. encrypted when it is being rendered by
_ an application to the end user.

STIG Compliance Essentially never presenting the data in

Security Technical Implementation Guide  clear text to the end user.

Partner: DoD

The AMNOW team challenged the AMIP system through Level
Currently, there is no STIG compliance guide for lloT devices (LIMS Edge). The development team worked

t hrough existing STII&GA@se varck algalilnesngdad otshee i ndi vi dual Le
components within the device.
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28 Total Use Cases Across Multiple Army Commands

Participant Integration Advanced Process Development ||Prototype Validation
15 Army Use Cases 8 Additional Army Use Cases i 5 Additional Army Use Cases
All Combinations Except HS Al 4130, 316L, Al-10Si-Mg, HS Al T All Combinations Except 17-4 PH, EPX-82

Supplier Development and Assessment
3D-PDF Tech Data Package Development
Process Data from Supplier to AMIP
Simulated Part Qualifications

Process Development and Assessment 1 Engineering Data from AMIP to Supplier

P Data f li AMIP . .
rocess Data from Supplier to I Process Data from Supplier to AMIP

-_ - - - -

Simulated Machine Operational . S
Qualifications I Simulated Part Qualifications

—_( = = = = =

Increasing Data Requirements Throughout Program

Hardware, Testing, and Output Metrics

Original 18 =75 ~250 ~750 110 ~1,900 2 0 8 machine & 6 part

Final 28 110 304 2,318 >300 >5,200 3 9 11 machine & 17 part
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M-1 Microclimate
Vest Manifold
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Four suppliers produced these

manifolds components from
glass-reinforced nylon

Part designs were optimized for AM

Equipment: EOS P396 and
INTEGRA L-PBF,
HP-5210 MultiJet Fusion

Production: More than 540
total parts from 12 builds

¢»: NCDMM

CECOMI/C5ISR Radar CH-47 Cargo
Waveguides Door Link

Three suppliers produced these
waveguide parts from Al-10Si-Mg

These are on

Equipment: EOS M290, EOS M400-1,
GE Concept Laser Xline 2000R

Production: 120 total parts
across 12 builds

Ar my o0 s

Two suppliers produced these parts
from high-strength aluminum

Onpiaal ferged designs were prone
to failure in the field

Equipment: EOS M290 for 7A77,
GE Concept Laser M2 for Scalmalloy

Production: 16 total parts were
produced across 4 builds
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Shadow UAV Jack Stand CH-47 Fuel Sampler Tool M109 Thermostat Housing

Six suppliers are producing jack stands Eight suppliers produced

from ULTEM 9085, PETG, PLA fuel samplers from 316L Five suppliers are producing these
. L. ) parts from Al-10Si-Mg
Part designs were optimized for AM These address an ergonomic o ) ) )
with different materials used for field and safety issue Original Cajtllng_s with long lead times
ili i and logistic concerns
SRy CETLER O ot Equipment: EOS M290, EOS M400-1, . o
maintenance and downtime SLM 280/2, Renishaw AM-400, GE Equipment: EOS M290, M400-1,
Equipment: Stratasys F450 and F900 Concept Laser M2 SLM-280/2
Production: 24 total parts Production: 48 total parts Production: 30 total parts were
from more than 6 builds across 8 builds produced across 13 builds
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